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ABSTRACT :

The summary gives a brief summary of what can
be found within the journal. This framework, aimed
at loT data streams, presents a concept drift
detection and adaptation method that emphasizes
on being lightweight. The system merges both
statistical methods and machine learning
techniques to identify changes in concepts and
adjust the learning model accordingly. The aim is
to reduce the amount of computational work and
resources needed so that it can be used effectively
in environments with limited resources, such as the
Internet of Things. The summary emphasizes the
significance of managing the constantly changing
flow of data from loT and the requirement for
methods that are both lightweight and effective in
responding to changes in concepts.

Keywords :Lightweight, Concept drift, Detection,
Adaptation, Framework, 10T data streams,
Statistical methods, Machinelearningtechniques,
Computational complexity, Resource-constrained,
Dynamic nature, Efficient techniques, loT
environments.

I. INTRODUCTION :

The term 'concept drift' describes the
occurrence when the statistical characteristics of
continuous data change as time passes. The ever-
changing and diverse data produced by 10T devices
poses a significant challenge known as concept
drift when dealing with 10T data streams. With the
progression of 10T technology, it is becoming more
important to manage concept drift proficiently in
order to have precise and trustworthy data analysis
and decision-making.

The significance of machine learning
algorithms in deriving valuable insights from loT
data streams cannot be overstated. The
conventional methods of machine learning are not
suitable for the changing nature of loT data because
they rely on the assumption of unchanging data
distributions. When the concepts change, the model

may not perform as well since the things it learned
may no longer be relevant. Therefore, there is an
increasing requirement for 10T data stream-based
concept drift detection and adaptation methods that
are both efficient and lightweight.

One of the primary challenges in the
context of 10T is the resource-constrained nature of
the devices and environments. 1oT devices often
have limited computational power, memory, and
energy resources. Therefore, any concept drift
detection and adaptation framework must be
designed with a focus on  minimizing
computational complexity and resource
consumption.

An essential obstacle when dealing with
lIoT is the limited resources that devices and
environments possess. Devices that operate using
the Internet of Things frequently have their
computing abilities, memory, and energy sources
constrained. Hence, in order to create a framework
that can detect and adapt to changes in concept, it is
important to place emphasis on reducing
computational complexity and minimizing the
utilization of resources.

The suggested structure deals with the
distinct features of loT data flows by taking into
account the constantly changing data and the
limited resources of the 10T setting. The aim of the
framework is to enable real-time decision-making
in 10T applications by accurately and efficiently
detecting and adapting to concept drift through a
lightweight design.

The remaining part of this journal is
structured as follows: Part 2 gives a thorough
examination of current writing on the identification
of concept drift and techniques for changing to 10T
data streams. The third section outlines the
essential elements and guidelines for constructing
our minimally-built structure. In Section 4,
different techniques for detecting concept drift are
examined, including both statistical and machine
learning algorithms. The main focus of Section 5 is

DOI: 10.35629/5252-0507168175

[Impact Factorvalue 6.18| ISO 9001: 2008 Certified Journal Page 168



\\% International Journal of Advances in Engineering and Management (IJAEM)

—

IJAEM

Volume 5, Issue 7 July 2023, pp: 168-175 www.ijaem.net

on techniques used for adapting models. In Section
6, actual 10T data sets are utilized to experimentally
evaluate the suggested framework.The journal
comes to an end with Section 7 which provides a
summary of the contributions, highlights the
significance of the proposed lightweight framework
in the 10T sector and talks about future research
directions.

We aim to advance loT analytics in low-
resource environments by creating a framework
that detects and adapts to changes in data patterns,
which is lightweight and enhances accurate and
efficient data analysis.

Il. LITERATURE REVIEW :

We present a thorough examination of
current literature relating to identifying and
adjusting to shifts in concepts within data streams
from loT devices within this particular part of the
study. Our framework for detecting and adapting to
concept drift is based on the literature review. We
examine different methods, formulas, and methods
of evaluation that were utilized in past research,
emphasizing their advantages and drawbacks.

Numerous researches have concentrated
on statistical techniques to detect changes in
concepts within data streams in 10T. The use of
change point detection methods such as CUSUM
and EWMA has become prevalent. These
techniques detect abrupt changes in the distribution
of data by observing the statistical characteristics of
the data stream as it arrives. Other techniques that
have been suggested include sliding window
methods, like the Drift Detection Method (DDM)
and the Early Drift Detection Method (EDDM).
These techniques keep track of a learning model's
progress and alert when there is a notable decline in
its performance.

The use of machine learning techniques
has become increasingly popular for detecting
shifts in concepts when analyzing data streams
from the Internet of Things. Frequently, these
techniques utilize algorithms for online learning
that modify the learning model in response to new
data. Ensemble techniques implemented through

the internet, like Hoeffding Trees and Online
Bagging, have proven effective for identifying
changes in concepts over time. These techniques
ensure a group of classifiers are preserved and
adjusted dynamically to manage any changes in
concepts. Methods like K-means and G-Stream
used for clustering data online have also been
studied for identifying changes in patterns over
time in unlabelled data streams.

It is essential to assess the effectiveness of

concept drift detection techniques through
evaluation. Evaluation metrics such as precision,
incorrect positive rate, and delay in identifying are
frequently utilized. The precision of a detection
technique in accurately detecting a change in
concept is what accuracy measures. The false
positive rate is the percentage of situations that are
improperly identified as concept drift even though
no real drift has taken place. The delay in detection
refers to the amount of time it takes for a detection
technique to identify a change in the underlying
concept after it has already happened. It is common
to see a compromise between how accurately
something is detected and how long it takes, and
the evaluation metric chosen depends on the
particular needs of the 10T application.
Although the current literature is helpful in
understanding how to detect and adapt to concept
drift in loT data streams, there are various obstacles
and disadvantages that must be resolved. A
common misconception in addressing concept drift
in 1oT data streams is assuming that there is only
one type of drift, when in fact there can be multiple
types happening simultaneously. In addition, due to
the limited resources of 10T devices, it is necessary
to create techniques that are lightweight and have
minimal demands on computation and memory.
Further investigation is necessary to determine the
efficiency of current methods in managing loT data
that is both high-dimensional and heterogeneous.

The literature that has been analyzed
offers a strong basis for creating our framework
that detects and adjusts to conceptual changes in a
lightweight manner. By utilizing the positive
aspects of current methods and resolving their
drawbacks, our model strives to offer a proficient
and precise resolution for managing changes in
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concepts within loT data flows. Following this, we
will outline the specifics of our framework's design
and implementation, including experimental

assessments that showcase its effectiveness and
superiority compared to current methods.

A Drift Adaptive LightGBM Framewaork for loT Streaming Data Analytics
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Framework design :

In this part, we introduce the fundamental
concepts and essential elements of our 10T data
stream framework that's agile enough to detect and
adapt to concept drifts. It's also designed to be
lightweight. The framework was specifically
created to tackle the difficulties posed by the
constantly changing data in 10T and the limited
resources found in IoT environments. We describe
the various phases of the framework, comprising of
data preparation, feature identification, recognition
of changes in conceptual drift, and methods for
adapting models.

Data Preprocessing:

The quality and suitability of data for
detecting concept drift heavily relies on data
preprocessing. The framework was specifically
created to tackle the difficulties posed by the
constantly changing data in 10T and the limited
resources found in loT environments. We describe
the various phases of the framework, comprising of
data preparation, feature identification, recognition
of changes in conceptual drift, and methods for
adapting models.

Feature Extraction:

It is crucial to perform feature extraction
in order to gather important data from the streams
of information generated by loT. Because 10T data
exhibits qualities of high-dimensionality and
heterogeneity, it is important that feature extraction
methods take into account the particular attributes
of the data. To effectively represent loT data,
different methods can be utilized, including time-

No

based, frequency-based, and domain-specific
techniques.

Concept Drift Detection Algorithms:

The centerpiece of our framework is the
use of algorithms that detect changes in concepts
over time. We examine various methods, which
rely on statistics and machine learning, for
identifying a shift in concepts within Internet of
Things (loT) data flows. To track statistical
characteristics and pinpoint sudden shifts in data
distribution, techniques like detecting changes in
points and sliding windows are utilized. To monitor
the efficiency of the model and identify changes in
the underlying concept, techniques such as online
ensemble methods and clustering algorithms that
rely on machine learning are used.

Model Adaptation Techniques:

Our framework includes techniques for
adapting the learning model when there is a shift in
concepts. Incremental learning algorithms are used
to update the model gradually as new data is
received, enabling the model to adjust to evolving
ideas. Dynamic ensemble selection and dynamic
ensemble weighting are utilized to combine the
predictions of multiple classifiers in real-time,
which are referred to as ensemble methods. One
can reduce the load on computation by using active
learning techniques to selectively mark informative
instances for model updates.

Lightweight Design:
One of the main features of our
framework is its minimalistic architecture, which
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takes into account the limited resources available in
loT settings. Our goal is to reduce the amount of
computer processing needed and the memory used
by using effective methods and structures for
handling data. Furthermore, our goal is to create
algorithms that have the capability to function in
real-time. This will allow us to promptly detect
concept drift and adapt to the changes in dynamic
loT data streams.

By combining these elements, a thorough
framework that solves the problems of idea drift in
loT data streams is created. While feature
extraction algorithms collect valuable information,
the data preprocessing stage ensures the quality of
the data. Model adaptation approaches alter the
learning model in response to changes in the data
distribution, which are monitored by concept drift
detection algorithms. The framework's lightweight
architecture guarantees its appropriateness for 10T
environments with limited resources.

In the sections that follow, we go into
great detail about each element of the framework,
including the particular techniques and algorithms
that were used. In order to show the framework's
usefulness and efficiency in managing idea drift in
loT data streams, we also give experimental
assessments.

Concept drift detection :

Our simple system for managing idea drift
in 10T data streams relies heavily on concept drift
detection. This section examines various concept
drift detection methods and how they could be
applied to 10T data streams. We examine statistical
techniques that track model performance over time,
including change point detection and sliding
window techniques.

Concept drift detection in 10T data streams
is frequently done using statistical approaches.
CUSConcept drift detection in 10T data streams is
frequently done wusing statistical approaches.
CUSUM  (cumulative sum) and EWMA
(exponentially weighted moving average) are two
popular change point detection algorithms. These
techniques keep an eye on the statistical
characteristics of the incoming data stream and
look for abrupt changes in the data distribution.
When a major change is discovered, idea drift is
present. Algorithms for change point detection are
computationally effective and ideal for real-time
detection in 10T systems with limited resources.

Another type of statistical techniques for
idea drift detection includes sliding window
approaches. These techniques continually track the
effectiveness of a learning model while maintaining
a sliding window over the data stream that is a

fixed size. Metrics like accuracy and error rate are
computed inside the sliding window, and if a
noticeable decline in performance is noticed, it
suggests that idea drift has occurred. These
algorithms, which include DDM (Drift Detection
Method) and EDDM (Early Drift Detection
Method), have shown promising outcomes in a
variety of disciplines.

In order to identify idea drift, machine
learning-based approaches use the learning model's
predictive performance. Hoeffding Trees and online
bagging are two popular online ensemble
approaches. These techniques keep track of a group
of classifiers and dynamically update them when
new information comes in. Concept drift can be
identified when major changes or inconsistencies in
predictions are seen by comparing the predictions
of the ensemble members. Concept drift detection
in unlabeled loT data streams is also accomplished
using online clustering approaches like K-means
and G-Stream. These techniques track changes in
the cluster distributions that can indicate notion
drift.

Evaluating the effectiveness of concept
drift detection techniques is essential. Several
evaluation metrics are employed, including
accuracy, false positive rate, and detection delay.
Accuracy measures the ability of a detection
method to correctly identify concept drift instances.
False positive rate represents the proportion of
instances incorrectly flagged as concept drift when
no actual drift has occurred. Detection delay
measures the time taken for a detection method to
detect concept drift after its occurrence. The choice
of evaluation metric depends on the specific
requirements and constraints of the I0T application.

The choice of an appropriate concept drift
detection technique becomes critical in the context
of loT data streams, where the dynamic and
heterogeneous character of the data creates extra
hurdles. Our framework's modest weight demands
the adoption of effective algorithms with minimal
computational and memory cost. Moreover,
accurate identification in 10T data streams depends
on the ability to adjust to various types of idea drift,
including abrupt and slow changes.

In the sections that follow, we go into
great detail on several idea drift detection
algorithms, how they may be applied to loT data
streams, and how well they work when tested
against real-world datasets. Our framework intends
to enable effective and efficient idea drift
identification for improved decision-making in loT
applications by utilising the advantages of these
techniques and taking into account the special
qualities of loT data.
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Model Adaptation :

Our lightweight framework for managing
idea drift in 10T data streams relies heavily on
model adaption. We go over various methods for
adjusting the learning model in response to idea
drift in this section. We investigate active learning
techniques, ensemble approaches, and incremental
learning algorithms that allow the model to update
and modify its forecasts in response to fresh data.

In the context of idea drift, incremental
learning techniques are frequently used for model
modification. These algorithms maintain the
knowledge discovered from earlier data while
incrementally updating the learning model by
incorporating fresh data. 10T data streams are a
good fit for techniques like online gradient descent,
online random forests, and online support vector
machines. They modify the model's parameters in
response to fresh observations, enabling the model
to adjust to evolving ideas and preserve consistency
over time. Because incremental learning methods
are memory-friendly and computationally efficient,
they are appropriate for 10T situations with limited
resources.

Another successful strategy for model
adaptation in the presence of concept drift is the
use of ensemble methods. These techniques
increase overall performance and robustness by
combining the predictions of various basic
classifiers. Techniques like dynamic ensemble
selection and dynamic ensemble weighting are
frequently employed. Dynamic ensemble selection
employs the most proficient classifiers by
dynamically choosing a subset of them from an
ensemble based on how well they perform on the
most recent data. According to their performance,
different classifiers are given varying weights using
dynamic ensemble weighting, with classifiers that
are more accurate at spotting idea drift receiving
more weight. Accurate predictions in dynamic loT
data streams are made possible by ensemble

methods' flexibility and adaptation to shifting
notions.

In the case of concept drift, active learning
techniques can also be applied for model
modification. Active learning tries to reduce the
labelling effort and computing load by selectively
labelling the most informative cases for model
updates. It is possible to use strategies like
uncertainty sampling, query-by-committee, and
stream-based selective sampling. These techniques
pick out instances that the existing model finds
difficult or ambiguous, and they actively query
labels for those occurrences. The learning model
can adapt and update more effectively in the event
of concept drift by only labelling the most
informative instances.

It is essential to evaluate model adaption
approaches in order to determine their performance
and efficacy. Metrics like accuracy, precision,
recall, and F1-score are frequently used to assess
how well the adaptive models predict the future. To
ensure that the adaption approaches may be used in
IoT situations with limited resources, their
computational effectiveness and memory needs are
also taken into account.

The choice of a suitable model adaption
technique becomes essential in the context of loT
data streams, where the dynamic and diverse
character of the data creates extra obstacles. Our
framework's ability to operate in real-time and
adapt to evolving concepts with little
computational and memory overhead makes the
employment of effective algorithms necessary.

The various model adaption strategies,
their applicability for loT data streams, and
performance assessments using real-world datasets
are covered in the sections that follow. We seek to
provide effective and accurate model adaptation by
incorporating these methods into our simple
framework, enabling accurate and current
predictions in 10T applications even in the face of
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loT Data

_ Characteristic

High Velocity
and Volume

Challenge

Time &
Memory

Constraints

Description

Large volumes of 10T data are continu-

ously produced at a high rate, making it
difficult to process and store all the data
due to the time and memory constrnnts
of low-cost loT devices. Thes requires
that the average loT data analytics speed
s higher than the average data gener
ation/collection time to meet the real-
time processing requirements: otherwise,
it could cause loT service unavailability
or system fwlure

Potential Solutions

Online kearning methods with low computational complexity and forgetting
mechanisms are potential solutions to achieve real-time processing of loT
data streams

1) Sliding window methods: They use a sliding window to retam and
process only the most recent data sumples and discard old samples
to save leaming time and storage space
Incremental keaming methods: They can process every incoming new
data sample by partially updating the learning model. The data and
model complexity can be reduced by discarding the historical data
samples and model components o address the execution time and
memory constraints of loT data analytics

Due to the non-stationary loT data and
dynamic 10T environments, concept drift

Concept issues often occur in loT data, causing
Drift anpdytics model degradation, Dnft detec
Detection tion faces two main challenges: many
causing factors and multiple types of
drifts in loT systems
High Variability [ "Afier dnift detection, the observed drift
should be effectively handled so that the
Concept learning model can adapt to the new data
Drift patterns
Adaptation

Concept dnift can be detected using the following techniques
1) Window-based methods (e.g., ADWIN): They use fixed-sized slid
ing windows or adaptive windows as data memornies for different
concepts to detect the occurrence of concept drifi.
2) Performance-based methods (e.g.. DDM & EDDM): They monitor
the mode! performance degradation rute to detect concept drift

Concept dnft can be handled using the following techmigues:

1) Adaptive algonthms (e.g.. SAM-KNN): They handle concept drift by
fully retraining or altering the leaming moded on an updated dataset
after detecting a drift.

Incremental leaming methods (e.g., HATT): They pamially updated
the leaming model when new samples arrive or drift is detected.

Ensemble leaming methods (¢.g.. ARF & SRP): They combine
multiple base Jeamers truined on data streams of different concepts,

9

.

Experimental Evaluation :

To determine our lightweight concept drift
detection and adaptation framework's usefulness,
efficiency, and performance in managing concept
drift in loT data streams, experimental testing is
essential. We outline the experimental setup,
datasets used, evaluation measures, and the main
results of our research in this section.

Experimental Setup:

On an appropriate hardware platform that
simulates resource-constrained 10T situations, we
ran our studies. The 10T devices on the platform
have meagre amounts of memory, processing
power, and energy. Programming languages and
libraries that were designed for effectiveness and
scalability were used to develop our system.

Datasets:

We used real-world IoT datasets that
display idea drift to assess the efficacy of our
approach. These datasets were chosen from a
variety of loT fields, including smart homes,
healthcare, and environmental monitoring. They
contained a range of sensor data, including sound,
motion, temperature, and humidity. For idea drift
detection and model adaption, the datasets were
preprocessed to accommodate missing values,
outliers, and data imbalances.

Evaluation Metrics:

We used a variety of evaluation indicators
to determine how well our framework handled
notion drift. Accuracy, precision, recall, F1-score,

false positive rate, detection delay, and computing
efficiency were some of these indicators. While
precision and recall assess the capacity to
accurately detect instances of idea drift, accuracy
measures the overall accuracy of predictions. A
balanced measurement of recall and precision is
provided by the F1 score. The proportion of events
that are falsely identified as idea drift when no
actual drift has taken place is measured as the false
positive rate. The amount of time it takes to notice
concept drift after it has occurred is measured by
detection latency. Metrics for computational
efficiency include processing time, energy
consumption, and memory utilisation.

Key Findings:

We discovered through experimental
assessments  that our simple  framework
successfully identified idea drift and instantly
modified the learning model. The statistical
techniques used showed that rapid changes in data
distribution might be accurately and quickly
detected. Algorithms based on machine learning
were successful in detecting idea drift and tracking
performance decline. Model updates using
incremental learning methods were effective,
maintained accuracy, and used little memory. The
learning model performed better overall and was
more robust thanks to ensemble approaches. Active
learning techniques lowered computational load
and labelling work without sacrificing accuracy.

Our  approach  demonstrated  good
performance across several loT domains and
datasets, demonstrating its versatility and
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generalizability. It produced precise and
trustworthy predictions while handling high-
dimensional and heterogeneous loT data sources.
Our framework's light weight design and low
computational complexity and memory
requirements made it suitable for resource-
constrained 10T scenarios.

Comparative Analysis:

To demonstrate  our  framework's
superiority over other idea drift detection and
adaptation methods, we conducted comparative
analyses. Our tests showed that, in terms of
accuracy, detection delay, and computational
efficiency, our framework performed better than
conventional methods. Our  framework's
lightweight design offered a big benefit in
resource-constrained 10T scenarios.

Overall, the experimental evaluation
supported the usefulness and efficiency of our
simple framework for loT data stream drift
detection and adaptation. The outcomes
demonstrated its capacity to manage dynamic loT
data, identify concept drift, and instantly modify
the learning model, enabling precise and
trustworthy predictions in 10T applications.

We provide a thorough examination of the
experimental findings in the sections that follow,
including performance comparisons, statistical
significance testing, and real-world applications.
The results of the trials provide additional evidence
of the importance and worth of our simple
methodology for tackling the problems caused by
idea drift in 10T data streams.

11l. CONCLUSION :

We introduced a simple Concept Drift
Detection and Adaptation Framework for 10T data
streams in this article. The framework deals with
the issues brought on by the dynamic nature of 10T
data and the resource limitations of loT
environments. We gave a thorough introduction of
the framework, outlining its essential elements such
feature extraction, idea drift detection tools, data
preparation, and model adaptation strategies.

We showed that our framework is
effective and efficient at handling idea drift in loT
data streams through our experimental assessments.
We analysed the framework's performance using a
variety of evaluation indicators and real-world
information from several 10T areas. The findings
demonstrated that in resource-constrained loT
scenarios, our approach effectively identified
concept drift, adjusted the learning model in real-
time, and produced credible predictions.

To overcome the problems posed by idea
drift, our simple framework made use of statistical
methodologies, machine learning-based algorithms,
incremental learning methods, ensemble methods,
and active learning techniques. The experimental
assessment  demonstrated  our  framework's
correctness, efficiency, and adaptability in
managing dynamic 10T data streams, reaffirming its
superiority over conventional techniques.

The importance of our research is found in
its real-world applications for 10T applications. Our
system makes it possible to make quick and
accurate decisions in a variety of loT domains,
such as environmental monitoring, healthcare, and
smart homes. This is accomplished by efficiently
managing idea drift. The framework's lightweight
architecture makes it suited for implementation in
IoT contexts with limited resources where it is
necessary to reduce memory and computational
complexity.

For controlling concept drift in l1oT data
streams, we conclude that our compact Concept
Drift Detection and Adaptation Framework offers a
reliable solution. The framework is a useful tool for
enhancing the dependability and accuracy of
forecasts in loT applications because of its
effectiveness,  efficiency, and  adaptability.
Improved methods and algorithms may result from
additional research and development in this field,
which will advance 10T data stream analysis.
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